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The following is various extracts from the KALSR paper.  Also  when appropriate I added some comments 

We show that KAISER protects against double page fault attacks, prefetch side-channel attacks, and TSX-based side-
channel attacks. Finally, we demonstrate that KAISER has a runtime overhead of only 0.28%.   (from abstract) 

From paper 

 

 

KAISER uses a shadow address space paging structure to separate kernel space and user space.  

 

On modern Intel x86-64 processors, the top-level translation table is the page map level 4 (PML4). Its 
physical address is stored in the CR3 register of the CPU. The PML4 divides the 48-bit virtual address space 
into 512 PML4 entries, each covering a memory region of 512 GB.  

 

One significant difference to x86-64 is that ARM CPUs have two registers to store physical addresses 
of translation tables (TTBR0 and TTBR1). Typically, one is used to map the user address space (lower 
half) whereas the other is used to map the kernel address space (upper half).  

In this section we show how KAISER overcomes these challenges and thus fully revives KASLR.  

Shadow Address Spaces. To solve challenge 1, we introduce the idea of shadow address spaces to provide 
kernel address isolation. Figure 3 illustrates the principle of the shadow address space technique. Every 
process has two address spaces. One address space which has the user space mapped but not the kernel (i.e., 
the shadow address space), and a second address space which has the kernel mapped but the user space 
protected with SMAP and SMEP.  

The switch between the user address space and the kernel address space now requires updating the CR3 
register with the value of the corresponding PML4. Upon a context switch, the CR3 register initially remains 
at the old value, mapping the user address space.  
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4 Evaluation  

We evaluate and discuss the efficacy and performance of KAISER on a desk- top computer with an Intel Core 
i7-6700K Skylake CPU and 16GB RAM. To evaluate the electiveness of KAISER, we perform all three 
microarchitectural attacks applicable to Skylake CPUs (cf. Section 2). We perform each attack with and 
without KAISER enabled and show that KAISER can mitigate all of them. For the performance evaluation, we 
compare various benchmark suites with and without KAISER and observe a negligible performance overhead 
of only 0.08 % to 0.68 %.  

Intel x86-64 processors implement multiple features to improve the performance of address space switches. 
Linux currently does not make use of all features, e.g., Linux could use process-context identifiers to avoid 
some TLB flushes. The performance of KAISER would also benefit from these features, as KAISER increases 
the number of address space switches. Consequently, utilizing these optimization features could lower the 
runtime overhead below 0.28%.  

 

Please  see figures below.   At one time,  we  were going to implement the TLB to support process-wide virtual 
addresses as defined by LINUX.  In a previous life I did  implement this. Eliminates   many,  many TLB flushes 
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